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Strayer University MFA Registration Guide

Multi-factor authentication (MFA) is a security method that requires a second step to verify your identity, like a code
sent to your phone or an authenticator app. To implement MFA, Strayer University has chosen Ping |dentity, a leading
provider of identity security solutions.

This guide will share the details on how to register your Strayer University account for multi-factor authentication
using the approved methods. Note, it is best to register multiple methods for MFA authentication to avoid account
access issues. Please see the FAQs listed at the bottom of this document for additional questions you may have. If
you should encounter any issues, please contact technical support at 844-478-7293.
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Methods of Registering for Multi-factor Authentication

The following MFA methods are available for registration methods for authentication. Step by step details are
shared below on the registration process for each of these methods. It is recommended that you choose a
minimum of two methods to register with.

e SMS text to receive a one-time passcode

e Voice one-time passcode

e  PinglID Authenticator Mobile App

e  PinglID Authenticator Desktop App

e  Other Authorized Authenticator App (i.e. Microsoft or Google)

Registration for MFA can occur via 1 of 2 methods:

e After November 13, 2024, a prompt to register when you login to a Strayer issued application (i.e.
iCampus, your Canvas courseroom).
e Self-service registration via the Strayer University’s PingOne My Account Portal.
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How to register MFA via SMS text

1. Visit the Strayer University PingOne My Account Portal and log in with your Strayer issued credentials on

the single sign on screen. Select Login.

C M 25 signon.strayer.edu/idp/SSO.saml2 Y & Incognito

3 All Bookmarks

) STRAYER JACKWELCH

UNIVERSITY MANAGEMENT INSTITUTE

Welcome

Username

K

Password

Forgot Username? | Reset your password

2. After the SSO Login user will be redirected to a Welcome screen. Select START.

25 authenticator.pingone.com/registration/register w & Incognito

3 All Bookmarks

Welcome

Strayer University is making your account more secure!
We are incorporating multi-factor authentication (MFA) to
make it easy to verify your identity as you access
university resources. Setup is quick and easy, so let’s get

started.
e & % < f"’ UB‘HHR
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3. Ascreen will appear to Add a New Device. Select SMS for text messaging under Other Authentication
Methods.

aQ * & Incognito

C M 25 authenticator.pingone.com/registration/register

3 All Bookmarks

PinglD Mobile Application

For the best experience, install PinglD and scan the
QR code to pair your mobile device. You can also
enter the pairing key marually when required

Pairing Key: 17518698 1564

2 adable for \vatante |
[. i‘f’f\grgs\PadH B Androd ]

Other Authentication Methods

O & B

SMS  Voice  Desktop  Authenticator

5 T~

4. Enter your mobile number in the following screenshot and select Next.

aQ * & Incognito

C M 25 authenticator.pingone.com/registration/register

3 All Boockmarks
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5. Within a few seconds you will receive a one-time passcode to your mobile phone. Enter the one-time

passcode in the open field provided and select Verify.

6. Next you will receive a second one-time passcode via SMS text to your mobile phone. Enter the passcode
from your text into the provided screen and select Sign On.

25 authenticator.pingone.com/pingid/ppm/auth Q & Incognito

3 All Bookmarks

PingOne Self-Service - MyAccount

SMS sent to Mobile 1
Enter

Pine -
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7. An Authenticated screen will appear momentarily.

25 apps.pingone.com/bab28828-31a8-4d99-ac78-a916a6ch4a94/myaccount/#access_token=eyJhbGciOiSUzINilsimtpZCI6ImMRIZmF1bHQifQey)... ¥ & incognito

3 All Bockmarks

Authenticated

8. You will then be directed into the PingOne Self-Service Portal. This confirms complete registration. From
this portal you can select Add Method to set-up a secondary method. TIP: Registering a second method is
recommended to protect against any disruption if your default device is unavailable.

& C Q@ O nhips//appspingone.com/bab28s28-31a8-4d99-ac78-a9 16a6ch4ad4a/myaccount/#mfa A e QM ¢ % ~ O
AUTHENTICATION ACCOUNTS & SESSIONS CONSENT @
Authentication
Multifactor Authentication (

YOUR AUTHENTICATION METHODS

Add another method in case you lose your primary device
50 you are not locked out of your account.

o Mobile 1 .
El Default 2

Add Method
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How to register for MFA via Voice

1. Visit the Strayer University PingOne My Account Portal and log in with your Strayer issued credentials on

the single sign on screen. Select Login.

C M 25 signon.strayer.edu/idp/SSO.saml2

3 All Bookmarks

STRAYER JACKWELCH

UNIVERSITY MANAGEMENT INSTITUTE

Welcome

Username

K

Password

Forgot Username? | Reset your password

2. After the SSO Login user will be redirected to a Welcome screen. Select START.

C Mm 25 authenticator.pingone.com/registration/register SE & Incognito

3 All Bookmarks

Welcome

Strayer University is making your account more secure!
We are incorporating multi-factor authentication (MFA) to
make it easy to verify your identity as you access
university resources. Setup is quick and easy, so let’s get
started.

START
2 et O oy W
> ; M 65555=
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3. Ascreen will appear to Add a New Device. Select Voice under Other Authentication Methods.

*

& Incognito

C M 25 authenticator.pingone.com/registration/register Q

3 All Bookmarks

PinglD Mobile Application

For the best experience, install PinglD and sean the
GR code to pair your mobile device. You car also
enter the pairing key marually when required

Pairing Key: 17518698 1564

2 radable for \vatante
[ ﬁ&ésipad“ B Androd ]

ther Authentication Methods

O} H

SMS  Voice  Desktop  Authenticator

T 1= L
M E6RS37T

I
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g

4. Enter your phone number in the field provided and select Next.

< C M 25 authenticator.pingone.com/registration/register Q & Ihcognito

3 Al Bookmarks
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5. You will receive a phone call from Ping, the MFA vendor, with the one-time passcode. Enter the one-time
passcode on the screen provided and select Verify.

C M 25 authenticator.pingone.com/registration/register aQ * & Incognito

3 All Bookmarks

+91 6379840964

6. Following verification, you will receive a second phone call with an additional one-time passcode. Enter
the passcode in the provided field and select Sign On.

C M 25 authenticator.pingone.com/pingid/ppm/auth Q sk & Incognito

3 All Bookmarks

PingOne Self-Service - MyAccount

Calling Phone 1 (™64 }

PingfM

Copyright © 2003-2024 Ping |dentity Corporation. All rights reserved
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7. An Authenticated screen will appear momentarily.

25 apps.pingone.com/bab28828-3 1a8-4d99-ac78-a9 16abch4a94/myaccount/#access_token=eyJhbGciOiSUzI 1NilsimtpZCI6ImRIZmF1bHQifQ.eyl...

3 All Bockmarks

Authenticated

8. You will then be directed into the PingOne Self-Service Portal. This confirms complete registration. From
this portal you can select Add Method to set-up a secondary method. TIP: Registering a second method is
recommended to protect against any disruption if your default device is unavailable.

o2

25 apps.pingone.com/bab28828-31a8-4d99-ac78-a9 16abch4agd/myaccount#mfa

AUTHENTICATION @ v

~

Authentication
Multifactor Authentication (

YOUR AUTHENTICATION METHODS

Add another methad in case you lase your primary device
50 you are not locked out of your account.

. {a Phone 1 .
i Default 2

Add Method
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How to register for MFA via PingID Authenticator Mobile Application

1. Visit the Strayer University PingOne My Account Portal and log in with your Strayer issued credentials on

the single sign on screen. Select Login.

C M 25 signon.strayer.edu/idp/SSO.saml2 i d & Incognito

3 All Bookmarks

) STRAYER JACKWELCH

UNIVERSITY MANAGEMENT INSTITUTE

Username

K

Password

Forgot Username? | Reset your password

1. After the SSO Login user will be redirected to a Welcome screen. Select START.

25 authenticator.pingone.com/registration/register w & Incognito

3 All Bookmarks

Welcome

Strayer University is making your account more secure!
We are incorporating multi-factor authentication (MFA) to
make it easy to verify your identity as you access
university resources. Setup is quick and easy, so let’s get
started.
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2. A screen will appear to Add a New Device. Follow the directions to download the PinglID app.

C M 25 authenticator.pingone.com/registration/register aQ Y & Incognito

3 All Bookmarks

PinglD Mobile Application

For the best experience, install PinglD and scan the
GR code to pair your mobile device. You car also
enter the pairing key marually when required

Pairing Key: 17518698 1564

2 migblefor || P Avatastes
i.h&éupad” B Androd ]

’ Jij
e 2]
1 8

Other Authentication Methods ’ u

O & EH s
m

SMS  Voice  Desktop  Authenticator

M 8RS

3. Download the Ping ID app on your mobile phone. Once downloaded, pair the app using the QR code or
pairing key from the desktop screen.

7030 8 & W o E=] SRR PP % Pin;m
Ping™

Enter Your Pairing Key

Pair your device manually by entering the pairing key. Itis
displayed below the OR code.

Pairing Key

Scan the QR Code

The QR code fetches the info that will get you started

Use your camera to scan the QR code from another
device, such as your laptop.

Where do | find the QR code?

a o )
Enter Pairing Key

< [0 ]
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4. Once the device is paired you will be notified in the mobile app to verify your Sign On.

25 authenticator.pingone.com/pingid/ppm/auth Q & Incognito

3 All Bookmarks

PingOne Self-Service - MyAccount
Authenticating on
motorola motorola edge 50 pro

Pingf

Copyright © 2003-2024 Ping Identity Corporation. All rights reserved -

5. Once successfully verified, an Authenticated screen will appear momentarily.

25 apps.pingone.com/bab28828-31a8-4d99-ac78-a916a6ch4ad4/myaccount/#access_token=eyJhbGciOiSUzI 1 NilsimtpZCI6ImRIZmF1bHQifQey)... Y & Incognito

3 All Bookmarks

Authenticated
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6. You will then be directed into the PingOne Self-Service Portal. This confirms complete registration. From
this portal you can select Add Method to set-up a secondary method. TIP: Registering a second method is

recommended to protect against any disruption if your default device is unavailable.

w & Incognito

C M 25 apps.pingone.com/bab28828-31a8-4d99-ac78-a9 16a6 ch4a94/myaccount/#mfa

3 All Bookmarks

Authentication

Multifactor Authentication (

YOUR AUTHENTICATION METHODS

Add another methad in case you lose your primary device
S0 you are not locked out of your account.

D matarola motorola edge 50 pro  Default  §

Add Method
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How to register for MFA via PingID Authenticator Desktop Application

1. Visit the Strayer University PingOne My Account Portal and log in with your Strayer issued credentials on

the single sign on screen. Select Login. Note: This method should only be used on your personal laptop or
desktop computer.

C M 25 signon.strayer.edu/idp/SSO.saml2 Y & Incognito

3 All Bookmarks

) STRAYER JACKWELCH

UNIVERSITY MANAGEMENT INSTITUTE

Welcome

Username

K

Password

Forgot Username? | Reset your password

2. You will be redirected to a Welcome screen to start the multi-factor registration process. Select START.

25 authenticator.pingone.com/registration/register Q & Incognito

3 All Bookmarks

Welcome

Strayer University is making your account more secure!l We
are Incorporating multi-factor authentication (MFA) to make
it easy to verify your identity as you access university
resources. Setup is quick and easy, so let’s get started.

START
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3. Ascreen will appear to Add a New Device. Select Desktop under Other Authentication Methods.

9 authenticator.pingone.co

[ All Bookmarks

ive [ EPMO O MaGE O

Add a New Device

PinglD Mobile Application

Pairing Key: 6526 5208 3316

—

2 silst r \valiable for
[ @& FronesiPad ‘ Android ]

U
oo
g

|
Other Authel n Methods g
O & H —

SMS  Voice  Desktop  Authenticator

7/ e ~*
' (<] 1> = k="
V|

4. Follow instructions to download and install PingID on your desktop or laptop computer selection for
Windows or Mac system depending on what operating system your computer runs on.

C M 25 authenticator.pingone.com/registration/register %6 & Incognito

3 All Bockmarks
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5. After installing the PingID desktop app, enter the pairing key from the PingOne registration process to pair
the desktop app. After successful pairing, you will receive a passcode on the desktop application to
authenticate for Sign On.

M ringic - X M ringin - %

Help Help

5 Ping™ & Ping1

‘Pairing Key m 2

6. Copy the passcode from the PingID desktop app and enter it on the PingOne screen. Select Sign On.

25 authenticator.pingone.com/pingid/ppm/auth Y & Incognito

3 All Bookmarks

PingOne Self-Service - MyAccount
Authenticati ith Desl i
Enter the sp
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7. An Authenticated screen will appear momentarily.
X @

25 apps.pingone.com/bab28828-31a8-4d99-ac78-a9 16a6ch4ad4/myaccount/#access_token=eyJhbGciOiJSUzI 1NilsimtpZCl6ImRIZmF1bHQIfQ.ey)...

% ¢ & Incognito

3 All Bockmarks

Authenticated

You will then be directed into the PingOne Self-Service Portal. This confirms complete registration. From
this portal you can select Add Method to set-up a secondary method. TIP: Registering a second method is
recommended to protect against any disruption if your default device is unavailable.

25 apps.pingone.com/bab28828-31a8-4d99-ac78-a9 16a6 ch4a94/myaccount/#mfa Y & Incognito

AUTHENTICATION @
Identity! —_————

3 All Bookmarks

g

Authentication

Multifactor Authentication (

YOUR AUTHENTICATION METHODS

Add another methad in case you lose your primary device
50 you are not locked out of your account.

B I:I Desktop Windows Default

Add Method
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How to register for Ping ID (MFA) via another Authenticator Mobile Application

1. Visit the Strayer University PingOne My Account Portal and log in with your Strayer issued credentials on

the single sign on screen. Select Login.

C M 25 signon.strayer.edu/idp/SSO.saml2 Y & Incognito

3 All Bookmarks

) STRAYER JACKWELCH

UNIVERSITY MANAGEMENT INSTITUTE

Welcome

Username

K

Password

Forgot Username? | Reset your password

2. You will be redirected to a Welcome screen to start the multi-factor registration process. Select START.

C M 25 authenticator.pingone.com/registration/register

Welcome

Strayer University is making your account more secure!l We
are incorporating multi-factor authentication (MFA) to make
it easy to verify your identity as you access university
resources. Setup is quick and easy, so let's get started.

START
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3. Ascreen will appear to Add a New Device. Select Authenticator under Other Authentication Methods.

QW o Incognito

C M 25 authenticator.pingone.com/registration/register

3 All Bookmarks

K]

PinglD Mobile Application
For the best experience, install PinglD and scan the
QR code to pair your mobile device, You can also
enter the pairing key manually when required.

r

”ﬁ > K
il

4 4

Pairing Key: 17518698 1564

2 adable for \vatante |
i. i'ﬁh’én"éupad” B Androd

Other Authentication Method:

O & EH

SMS  Voice  Desktop  Authenticator

/ T 1= L
M 6mE9~"

4. Download a reputable authorized authenticator app on your mobile phone (recommend Microsoft or
Google). Once downloaded, pair the app using the QR code or manual paring method from the desktop
screen. Once complete select Next.

I
of
g

aQ * & Incognito

C M 25 authenticator.pingone.com/registration/register

3 All Bookmarks

19
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25 authenticator.pingone.com/registration/register w & Incognito

3 All Bookmarks

Pairing Key

2QEJ GlU6 PO6J LPVW
QAIT SKBM JD73 AGKE

Scan QR code

Cancel
Iy I
.- aa’“%

5. After successfully paring with the authenticator app, you will receive a one-time passcode on the mobile
authenticator app. Enter the one-time passcode on the PingOne screen and select Next.

C M 25 authenticator.pingone.com/registration/register w & Incognito

3 All Bookmarks
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6. Following verification, you will receive an additional one-time passcode on the mobile authenticator app.
Enter the passcode on the provided screen and select Sign On.

o2

25 authenticator.pingone.com/pingid/ppm/auth Y & Incognito

3 All Bookmarks

PingOne Self-Service - MyAccount

Authenticating with Authenticator

7. An Authenticated screen will appear momentarily.

2 apps.pingone.com/bhab28828-31a8-4d99-ac78-a916a6 chdad4/myaccount/#access_token=eyJhbGciOiSUzI 1NilsimtpZCI6ImMRIZmF1bHQIfQ.ey)... ¥ & Incognito

3 All Bookmarks

Authenticated
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8. You will then be directed into the PingOne Self-Service Portal. This confirms complete registration. From
this portal you can select Add Method to set-up a secondary method. TIP: Registering a second method is
recommended to protect against any disruption if your default device is unavailable.

25 apps.pingone.com/bab28828-31a8-4d99-ac78-a9 16a6 ch4ad4/myaccount/#mfa i d & Incognito

3 All Bookmarks

s ®

Authentication

Multifactor Authentication (

YOUR AUTHENTICATION METHODS

Add another methad in case you lose your primary device
S0 you are not locked out of your account.

i D Authenticator App 1 Default

Add Method
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Frequently Asked Questions

Q. Will the path to logging into my Strayer University applications change with the implementation of multi-
factor authentication (MFA)?

A. No, there is no change to how you log into Strayer University applications. You can continue to access the
applications with the same URLs as today - there is no change to the login URLs as a part of this change.

Q. Why do | need to set-up multi-factor authentication (MFA) on my Strayer University account? Can | choose to
opt out of the MFA set-up?

A. Multi-factor authentication is required for all accounts and access to all school sites to protect your data, your
fellow students, and the university.

Q. Will I need to use MFA every time I login?
A. Once MFA is authenticated it will remain active on that device for up to 60 days, but changes to the internet
connection, location, or browser you are using can cause the MFA login to be prompted more frequently.

Q. Do | need to use the MFA process even if | am logged in using my Strayer credentials via single sign on?
A. Yes, to log into Strayer University applications will require the additional layer of authentication (MFA) paired
with single sign-on (SSO) to meet security requirements.

Q. Can | use Google or other authenticator applications that | already have setup on my mobile device?

Yes, most common authenticator applications including PingID, Google, Microsoft, Authy, and others will work
with Ping MFA. When going through the registration or updating your setup look for Other Authentication
Methods to use a different authenticator. See page 18 for details on How to register for Ping ID (MFA) via another
Authenticator Mobile Application.

Q. How can | switch the application type / device that | am using for authentication?

A. You can add a new device or update your primary device within the PingOne portal.

Once you have set-up your account, log into the PingOne portal and under the ‘Authentication’ section you can
add a new device and toggle the primary device.

Q. How can | unpair a device?

A. Login to the PingOne portal. Once you have set-up your account, within the Authentication section of the portal
you can unpair the device by selecting the 3 dots next to that device and selecting Remove. You can also select
Add Method to pair a new device from the portal.

Authentication
Multifactor Authentication
YOUR AUTHENTICATION METHODS

8 [ googermerr Defautt

Edit Name

i ] peskiop windows
§ Remove
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